
8.4.6. Risk Analysis 

Risk Analysis is an essential method for identifying and assessing factors that could 
negatively impact the success of an operation or project. It allows for the 
examination of potential risks and aids decision-making by determining whether to 
proceed with a given action. 

Risk Analysis typically considers:  

1. The likelihood of a threat.  
2. The impact on the operation or further procedures.  

Resulting in a Net Risk-matrix, introducing to the threat-level overall. 

These factors are then plotted on a Net Risk Matrix, providing an overview of overall 
threat levels. The Net Risk Matrix can be seen in the first graphic, where threats are 
categorized based on their likelihood and impact, with color coding to indicate risk 
levels from very low to very high. Once risks have been assessed, the next step is to 
develop strategies to manage and mitigate them effectively. 

 

 

 



Step 1: Identify Threats 

Identify existing and potential threats within the operating environment. These 
threats can originate from various sources, including but not limited to: 

• Political: Changes such as a new government, public unrest, shifting 

stakeholders, or evolving public opinion. 

• Economic: Market system collapse or economic instability. 

• Reputational: Loss of confidence among stakeholders or damage to 

reputation. 

• Human: Illness, death, injury, or the loss of a key individual. 

• Operational: Disruptions affecting support operations or access to essential 

assets. 

• Procedural: Failures in accountability, internal systems, controls, or risks 

from fraud. 

• Natural: Environmental threats like extreme weather, natural disasters, or 

disease. 

• Infrastructure: Damage to or blockage of critical infrastructure points (CIPs) 

or essential routes. 

• Information:  

Communication breakdowns or loss of information integrity. 

Note:  
The term “operational” applies to both civilian and military contexts and can be 
adapted as needed.  
Additional threats may arise during operations, but not every potential threat requires 
attention, depending on its assessed impact. 

The second graphic illustrates an example of calculating risk levels in an 
operational environment. It provides an example Net Risk score for a 
hypothetical 'Theatre XY,' showing how different ranges (very low to very high) 
are determined based on the likelihood and impact scores. 

 

 

 

 

 

 

 

 



Example for scenario in Theatre XY 
Part 1: 

 

 

 

 

 

 



Step 2: Assess Risks 

After identifying threats, assess the risks by evaluating each threat’s likelihood and 
impact. This assessment provides a prioritized view of threats, enabling effective 
resource allocation for risk mitigation. 

The third graphic displays a detailed risk scenario table, categorizing threats 
by type (e.g., political, economic, reputational) and including specific 
vulnerability considerations, likelihood, impact, and resulting Net Risk score 
and level. This table helps decision-makers visualize and prioritize risks based 
on their scores. 

In most operational settings, a standardized Risk Matrix is used to visualize threat 
levels and prioritize responses. An example matrix is available in Annex 9.7 of this 
Handbook, along with an Excel worksheet template for practical application. 

 

 

Net Risk (likelihood X impact) for The Example for scenario in Theatre XY 
Part 2: 

 

 


